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ABSTRACT

Subliminal channel is the concept pointed out in the US-Soviet Strategic Arms Limitation Treaty, and refers
to a cryptographic system in which a particular individual is likely to obtain information without anyone
knowing. Later, Young and Yung invented the concept of SETUP(Secretly Embedded Trapdoor with Universal
Protection), a type of Subliminal channel. Attacks by SETUP can be a sufficient threat in reality.

In this paper, we show that SETUP can be formed in the initial model of CRYSTALS-Kyber, the winner of
the NIST’s PQC(Post-Quantum Cryptography) Standardization process. We form SETUP of CRYSTALS-Kyber

by using the X25519 key exchange protocol in order to improve the attacker’s exclusive attack capability. Next,
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we demonstrate that an attacker can extract a user’s private key where the CRYSTALS-Kyber generated by

SETUP is used for cryptographic communication between IP cameras and smartphones. Finally, we consider

countermeasures to prevent our SETUP in terms of algorithmic design principle and security policy.
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Algorithm 5. RSA SETUP

Input n
Output |pk := (N, e), sk :=(N,p, ¢ d)

1 | Choose two random distinct %—ln't primes p and ¢

2 | N =pq

3 |e = pPmod(M)

4 |if god(e, (V) = 1: goto line 1

Culculate d € {2,3,...0(N) — 1} such that ed=1
(mod® (V)

6 |return pk:= (N, e), sk:=(N,p,qd)
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4.1.1 CRYSTALS-Kyber Backdoor1

Algorithm 6. CRYSTALS— Kyber Backdoorl

Input |k, d,

-

Output | pk = (t, p), sk =3

1 |0 &y

p = AES_Ehc, G(O',K)

Z Rka = Sam(p)

—— -

Z = Cbmpress (A ste, df)

2
3
4 (2?) ﬁxﬁ" = Sam(o)
)
6

=
S

return pk = (t, p), sk =
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4.2.1 Modified RSA (6)

Algorithm 7. Modified RSA
Input n
Output |pk:= (N e), sk:=(N,p, ¢ d)

1 | Choose random %717151% prime p and fixed prime q

2 |N :=pq

Choose e € {2,3,..0(N)—1} such that
ged(e, (V) =1

Chleulate d € {2,3,...0(N)
ed=1(mod®(N))

(NV,e), sk:=(N,p,qd)

—1} such that

5 |return pk:=
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4.2.2 CRYSTALS—Kvber Backdoor?2

e o 5 2748 wkEs)R]
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& wjzoo]cl,

Algorithm 8. CRYSTALS— Kyber Backdoor2

Input k, m, d,

— —
S

Output |pk = (t,p), sk:=s

1 pﬁ{o,l}%ﬁ

a ~ quXk = Sam(p)

Counter :== p

=0

e =0

for i=1tok :

for j=1ton :

c= AES?EhaZ‘.)ﬁ(Cbunter,K) mod® (2n+1)

© |0 [N || U Ww| N

slil=si]+c

—
=

Counter = Counter +1(mod2**)

—_
—

for i=1tok :

—_
N

for j=1ton :

—_
w

c= AES,Enc%ﬁ(Gﬂmte'r,K) mod® (2n+1)

elil=eli]l +c/™?

—
~

[
t

Counter = Counter +1(mod2>°°)

- —— -

= Cbmpressq (A s+e, dt)

—_
(=]

return pk:= (t,p), sk:=s

—
-3
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At Ao ok} gk

Aol v|Ed B zed5 @S b} sk} ol
27 —n<b" <nsk b=b"+A(2n+1)E EAlel
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639



The Journal of Korean Institute of Communications and Information Sciences "23-06 Vol.48 No.06

o] Helgic}
Bmodi(27]+1) =p’.

Z A4 modt(2n+1) & 4L 028 37 25
2 o
Algorlthm 82 < o5 AREEIA] AL line 19114
BT ot FAAL] ALS 7] K ol 830 s
5 A 5o} e kA WER A ]
é zZr=ct Algorlthm 82] line 6%-E] line
155 & 2kn N2 t}3HA] AlSE- for loopE AHE-31]
Aeleh= HAolt. thgA]e] Alg=5L line 83} line
13141 Eeldt - H=ol
c=AES Eh0256( Counter,K) modi(2n+1)i 2
2|} olull, Counter gt thaAle] Algrict vh=
7] witel] A#pA o2 o} ’4—4 74]—|’—T: =4 W
A7F [=n,n] Wie] A5Ql #5HEE w2A sk
FAA}Y AEST| K& %-sﬂ AF%X]—Q NA71E &
3= A2 o7 2

ﬂllo _kg o;:

(1) A8} Algorithm 85 ARg-3le] F7l7], 7N
A7) S A FAA = AREAE] 7]
= W53k
@) FA7R= (DA B5R psh APle] afd
AES WA7] K& o]$3}e] Algorithm 89]
line 3%E] line 103 3h3}e] A8} 7)<l
7] s g5

Algorithm 4% 443 55 FAsH: a9 A
S5 B2 g5 wpEck ey Algorithm 8= A
FAH ThAle) ASEe FERES )
v}, w2bA] Algorithm 8% 7] A4S ‘ﬂ‘*‘%"—"-ﬂ—i ks
£, g 59 Bt gEE whEA] ereg Skl
itk wEbA] Algorithm 8- SETUPS] 271 5

el AR

r1n1 o,
=
@ | r
mlm

o,

fE oo
mlo 'D'
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5.1.1 CRYSTALS-Kyber SETUP Ver1

Algorithm 9. CRYSTALS— Kyber SETUP Verl

Input |k, n, d,

— —

Output |pk = (t,p), sk:=s

1 |o i{m}m

o = o(modM)

= % (mod M)

s,:) ~ /ii“ X/ﬁf" = Sam (o

(
t =

2

3 |p

4 |4~ R = Sam(p)
5)

6

7

)
Compre: ss, (A ;+ Z, dt>
s

return pk:= (t,p), sk:=s
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5.2.1 CRYSTALS-Kyber SETUP Ver2

Algorithm 10. CRYSTALS— Kyber SETUP Ver2

Input k, m, d,

— —

Output |pk := (t,p), sk:=s

1 | oy

256 — bit

2 e ———
x := xA000111...1110
256 — bit
3 Y
x = 2V 000000...0010
4 [p=x+9

5 |pl255) 3 {0,1}

6 |oc:=x«(A)

7 |o[255] & {0,1}

8 a~ R;’Xk = Sam(p)

9 (;;) ~ ﬂﬁxﬁf}' = Sam(o

—— -

)
10 |t == Compressq (A s+ e,dl)
5

11 |return pk:= (t,p), sk :=
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Algorithm 11. Malicious random number

generator
Input | ()
Output | (p, o)

1 |z ﬁ{o,l}‘256

256 — bit

2 |4 .= 2 AO00LIL...1110
256 — bit
3 —
x = x'V 000000...0010
4 [p=z+9

5 | p[255] & {0,1}

6 |oc:=x+(A4)

7 lol2ss) & (0.1)

8 |return (p, o)
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Fig. 6. Operation process of IP camera
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6.2.2 37 OiE7| ug o A=Fs| oty

(1) 2=vkERE ofZAlode® A msl Al A
Bl 20917 Dol Hh8== 307 phs 1P
Selebe Mgkl

@ P7pleks ghaAzE el EAlehs
A7 2 ~vbEEILe] FAlel B87 tiAY)
K& A

3) IP7HERE <34} oPIAlE K 2 ghss)sle] <t
3315 94 ¢ & A

@) P7MlehE ph 2 K & teslele] K, 5 34
gl

643



The Journal of Korean Institute of Communications and Information Sciences "23-06 Vol.48 No.06

Encryption and Decryption
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a2 8. Wifi 7|k IP7jlElel AntEEe] ke EAl A
Fig. 8. Encryption and decryption process between
Wifi-based IP camera and smartphone

) P7HERs ClIK, 5 AW 353,

(6) A= IP7HPE AR ClA, S 2=PhEE
o7 7(—]-:—'6‘]—1:]—

(7) 2=PhEES 7NQT] sk® K, 5 S538le] K
= ;155}4

(8) ~PIEEL 53 K2 C 5 B33 3 5 o
2; olwIAE spel] =

6.3 CRYSTALS-Kyber SETUP Ver22 0|23t
34 ALz
ofo]”el FAA}7} CRYSTALS-Kyber SETUP
Ver2& E33l1 & d3A~E I & f-23vke
7HAL wkef AntEES] p7lEE) Ale]] ¢k F
*101 I'& &3l o] Foid A 3R Anlel 55
= AR8ARE] Dol HEE= skE = T S5 9l
u} AL&XM skE FET AR G4 HA A
A 28 K, 5 Hostste] ARgalel 1P|zt Ale]
o] Ff A7) K o4& 5 olrk olF 347k 3
53 K 2 ksshsl 1prplet 94k O & HEstele]
dAkS- BHold 4 glrh. CRYSTALS-Kyber SETUP
Ver2 & 83 IP7Hl} 34 Azl o= ohast 2k

6.3.1 ofo|del ZZXte| CRYSTALS-Kyber

SETUP Ver2& ol 3747|,71217| A4

6.2.174 ¢l m}2} CRYSTALS-Kyber SETUP Ver 2
7t FsAl~g] o] FAN7) bR ARSEITH Ul
719k w7071 AR A ID 2 PW 7 AREE o]
o} gt} CRYSTALS-Kyber SETUP Ver 22] 711417]
o} FAN7)E 2561 B W o BHE] A b
7V Zbkek Hwﬁi ID| | PW I | y& 256 ¥
ER AT 3He W o 2 B v e 5
glek 01714 y= %—Hsalt) Jol L 256 M= s
ARg-EHct

644

A7y FAZEe] X25519 F7H71 w] 1P7bel=he-
CRYSTALS-Kyber SETUP Ver2 o3z
.

Algorithm 12. Malicious Server's key
generator

Input k, n, d,, ID, PW

=

Output |pk:= (t,p), sk=s

1y oy

2 |e:=HUD | | PWI |y) (H : Hash function)

256 — bit

3 —
2 = 2 AO00111..1110
256 — bit
4|4 = £V 000000...0010
5 |pi=x-09

6 |p[255] ki {0,1}

7 o=z« (4)

8 |o[255] ki {0,1}

—

9 |4~ quXk = Sam(p)

10 (;,:) ~ /3’; Xﬂi; = Sam(o

—— -

)
11 ;:: Compress, (A s+e, d,)
s

12 |return pk:= (Z, p), sk =

6.3.2 3Kl A

ARSAPE 2vhEE o Z]Alold ow AH 3917}
QS & =3 AREARY] AelT)e} 37071 Algorithm
120]] 23] A=) ARgAE U7F A 3]97k)s &
o I pky, NA7] sk, 5 AL AL A4
2= v IS 1A U9 PR} S Ak &
_/l\‘ )\/K‘:]'-
P72}

m A4 U9 Falahe
\

(t[/: PU)TEI =3

-

2) FAA= pk, = H o

() FAAR= 52.1¢] %3 CRYSTALS-Kyber
SETUP Ver2®] 274 344ol ule} sk, & 5%
gk

@) TANE A5G sh,2 K, & B8l U
o] ~rtEES [P7IHE} A}OH & A7
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channel
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Algorithm 13. CRYSTALS— Kyber (2021)

: key generation

Input k, m, d,

— —

Output | pk = (t,p), sk:=s

1 dﬁ{o,l}256

(po) = G(d)
q~ qu”' = Sam(p)

t:= Cbmpr’essq (A ste,d,

2
3
4 |(s;e) ~ Fxp = Sam(o
5
6

)
= ﬂaq)

=

s

return pk = (t,p), sk:=

A7 S W sk ] SETUPS £71531ch
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